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If we can help you regarding any queries5
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Problem Discussion

The problem we are trying to solve using Positive 

Security Model 

ABOUT US

Quick introduction about who we are as a Forenzy

Network

Positive Security Model

Quick Introduction to Positive Security Model and 

its future use cases2
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Positive Security Model
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• Looking for what looks legitimate

• Defining what is allowed

• More specifically building a grammar 
which is “GOOD-TO-GO” 



The Problem – How Normal User Fills
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The Problem - How Cyber Attacker 
Fills
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What’s wrong in previous slide…?
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Cyber Analyst view while Processing Data
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a. This is an Attempt of SQL Injection Error Leakage
b. An Invalid Email address entered
c. An attempt to Buffer Overflow the system via arbitrary 

character insertion



Positive Security Model and Security
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a. Only abcd…z|ABCD…Z|” “ allowed

b. Only abcd…z|ABCD..Z with “@,-,.” allowed

c. Only 0-9 in a specific character range allowed (10-15)



Positive Security Model and Security
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a. ^[\w\s]+$   - Only spaces and word characters are 
allowed

b. ^([a-zA-Z0-9_\-\.]+)@([a-zA-Z0-9_\-\.]+)\.([a-zA-Z]{2,5})$
Specific String pattern allowed

c. ^[\d\-\+]{10,15}$ - Only character size between 10 to 15 
allowed and allowed characters sets are 0-9, - and +.



Autonomous Learning and Finite 
Automata
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^[\w\s]+$   - Only spaces and word characters are 
allowed

^([a-zA-Z0-9_\-\.]+)@([a-zA-Z0-9_\-\.]+)\.([a-zA-Z]{2,5})$
Specific String pattern allowed

^[\d\-\+]{10,15}$ - Only character size between 10 to 15 
allowed and allowed characters sets are 0-9, - and +.

a. Only abcd…z|ABCD…Z|” “ allowed

b. Only abcd…z|ABCD..Z with “@,-,.” allowed

c. Only 0-9 in a specific character range allowed (10-15)



What’s Next?
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Integration of Autonomous Learning Models and Decision 
Tree Algorithm



FAQs
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Thank you
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